Introduction to the
Digital Personal Data
Protection Act, 2023

Understanding India's landmark privacy law — and why it matters for every
organisation, professional, and citizen in the digital age.

DPDP ACT 2023 SERIES MODULE 1 INTRODUCTION & FOUNDATION
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Personal Data: The Currency of the Digital Economy

Every day, millions of Indians share personal information across a growing ecosystem of digital services — often without fully realising the scale of data being collected,
processed, and stored.
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Mobile Apps Banking & Payments

Location, contacts, usage habits, and preferences collected continuously. Financial transactions, KYC data, and spending patterns processed daily.
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Healthcare Systems E-Commerce

Medical records, diagnostics, prescriptions, and health histories stored digitally. Purchase history, delivery addresses, and browsing behaviour tracked at scale.
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Government Portals Cloud & Al Services

Aadhaar, PAN, tax filings, and citizen service data managed across platforms. Vast datasets processed by algorithms powering recommendations and decisions.

0J  India has over 900 million internet users. Protecting their personal data is no longer optional — it is a national imperative.
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The Law That Changed Everything

Introducing the DPDP Act, 2023

The Digital Personal Data Protection Act, 2023 is India's comprehensive legal framework governing how personal data is collected, used,
stored, and protected. Enacted by Parliament and notified in the Official Gazette on 11 August 2023, it represents India's most significant
step forward in data privacy governance — bringing the country in line with global standards like the EU's GDPR.

What It Governs Who It Protects Who It Binds

Processing of digital personal data within Every individual (Data Principal) whose All entities (Data Fiduciaries) processing
India and data processed abroad that personal data is collected and used by personal data — from startups to large
affects Indian residents. organisations. corporations and government bodies.
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Why Was the DPDP Act Introduced?

India's digital transformation accelerated at an unprecedented pace over the past decade. This growth brought enormous opportunity — but

also significant risk. The DPDP Act was introduced to address a critical gap: the absence of a modern, comprehensive legal framework for
personal data protection.

The Risks That Emerged

e Rising cybersecurity breaches and data theft

e Unauthorised sharing and monetisation of personal data
e |nadequate consent mechanisms

e No formal individual rights over personal data

e Growing public demand for privacy and transparency

e Need for regulatory clarity for businesses and investors
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Why Does Privacy Matter?

Personal data is not just a technical asset — it is a reflection of who we are. When misused, it can cause real harm to individuals, organisations, and
society at large.

Identity & Finance Health & Dignity Behaviour & Loccation

Misuse of identity, banking, and financial data Exposure of health records can lead to Profiling based on digital behaviour and

can lead to fraud, identity theft, and significant discrimination, stigma, and violations of a location data can be exploited for

monetary loss for individuals. person's most intimate privacy. manipulation, surveillance, or targeted
harassment.

L) Privacy is a fundamental right under Article 21 of the Indian Constitution, as affirmed by the Supreme Court in the K.S. Puttaswamy v. Union
of India (2017) judgment.
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Objectives of the DPDP Act

The Act is designed to strike a careful balance — protecting individuals while enabling responsible innovation and digital growth in India.

& Protect Personal Empower Data ii Promote

Data Principals Accountability

Establish clear rules for how personal Give individuals meaningful rights — Hold organisations legally responsible
data must be collected, stored, including the right to access, correct, for how they handle personal data
processed, and deleted. and erase their personal data. through enforceable obligations.

& Build Digital Trust ¢ Support Innovation

Foster confidence in India's digital Enable responsible data use that drives

ecosystem — for citizens, businesses, Al, healthcare, fintech, and the broader

and global partners. knowledge economy.
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Who Should Understand the DPDP Act?

The DPDP Act applies to any entity that collects or processes digital personal data — regardless of industry, size, or sector.

i¥: Hospitals & Clinics
ifi Banks & NBFCs 2 Educational Institutions

11 Government Bodlies 5 Startups & D2C Brands

© NGOs & Trusts m Software & IT Companies

Cloud Service Providers ¢ Employers & HR Functions
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Key Stakeholders Under the DPDP Act

The Act introduces specific roles and responsibilities for different participants in the data processing ecosystem. Understanding these roles is the foundation of
DPDP compliance.

Data Principal Data Fiduciary Data Processor

The individual whose personal data is being An entity (person, company, or government An entity that processes personal data on
collected or processed. They hold rights under body) that determines the purpose and means behalf of a Data Fiduciary — such as a cloud
the Act. of processing personal data. provider or payroll vendor.
Significant Data Fiduciary Data Protection Officer Consent Manager

A Data Fiduciary designated by the A senior official appointed by Significant Data A registered entity that enables individuals to
government based on volume, sensitivity, and Fiduciaries to oversee DPDP compliance and give, manage, review, and withdraw consent
risk — subject to heightened obligations. serve as a point of contact. through a single platform.

Data Protection Board of India

The independent regulatory authority established under the Act to adjudicate complaints and impose penalties.

Each of these roles is explored in depth in the subsequent modules of this learning series.
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Business Impact: Privacy Is Now a Strategic

Priority

The DPDP Act does not just affect your legal or compliance team. It cuts across every function of your organisation. Privacy is no longer a back-office concern

— itis a board-level strategic responsibility.

99 Leadership & Governance

Boards and CXOs must oversee data governance policies and
accountability structures.

HR & People

Employee data, recruitment records, and payroll processing are all
subject to the Act's obligations.

4 Vendor Management

Contracts with Data Processors must include DPDP-compliant data
processing terms and accountability clauses.

M |T & Cybersecurity

Technical safeguards, breach notification protocols, and data
architecture must align with DPDP requirements.

o Customer Relations

Consent management, data notices, and individual rights requests must
be built into customer touchpoints.

i2 Healthcare & Banking

Sensitive personal data — health records, financial data — attract
heightened obligations and stricter safeguards.
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~ Increased Customer Trust

Transparent data practices build loyalty and strengthen your brand
reputation.

) Stronger Cybersecurity Posture

Compliance drives investment in safeguards that reduce breach risk and
operational exposure.

~ Better Investor Confidence

Global investors and partners increasingly evaluate data governance as
part of due diligence.

¥ Competitive Advantage

Privacy-first organisations stand apart in markets where data trust is a
differentiator.

¥+ Operational Efficiency

Data minimisation and governance frameworks reduce complexity and
improve data quality.
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Common Misconceptions About the DPDP
Act

Several myths persist about who the DPDP Act applies to and what compliance actually involves. This series will address each misconception in detail

— but here is an important preview.

1 (11
X "Only IT companies need to comply.” X "Privacy is only a legal issue."
Reality: The Act applies to any entity that processes digital Reality: Privacy is a cross-functional responsibility. It affects IT
personal data — hospitals, schools, banks, manufacturers, NGOs, architecture, HR policies, vendor contracts, customer experience,
and government bodies are all covered. and board governance.
b 7
(1 (1
X "Compliance is just paperwork." X "Small businesses are exempt."
Reality: DPDP compliance requires real operational changes — Reality: While some obligations are scaled to risk and volume, the
from consent management systems to breach response plans and fundamental principles of the Act apply broadly. Startups and
employee awareness programmes. SMEs are not automatically exempt.
7 7
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Your Privacy Learning Journey

This presentation is the first in a structured eight-module series designed to build a clear and practical understanding of the DPDP framework — one step at a time.

Module 1
Introduction & Foundation of DPDP Act

Module 3

Lawful Processing

Module 5

Special Provisions & Enforcement

Module 7

Privacy Principles & Governance

1

2

Module 2
Core DPDP Concepts

Modlule 4
Obligations, Rights & Duties

Module 6

Security & Practical Compliance

Module 8

Awareness & Reference

Each module builds on the last, ensuring you develop a complete, practical understanding of the DPDP Act and its implications for your role and organisation.
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Key Takeaways

1

Personal data powers India's digital economy

Every digital interaction generates data. Understanding how it is used — and
protected — is fundamental.

The DPDP Act crecates a modern, enforcecable
framework

India now has a comprehensive law for responsible digital data processing, with
rights, obligations, and penalties.

Every organiscation must understand its
responsibilities

No sector is exempt. From hospitals to startups, the Act demands awareness and
action.

Privacy is a strategic business capability

Compliance builds trust, reduces risk, and positions organisations for long-term
success in the digital economy.

©
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Coming Up Next in the DPDP Lecarning Series

DPDP Act 2023 Explained

Section 1 — Short Title & Commencement

s Short Title & ¢» Territorial Scope i Applicability &
Commencement How the Act applies to data processed Exclusions

The official name of the Act and the date within India and extraterritorially for Which types of data and processing

it came into force. Indian residents. activities are covered — and which are

explicitly excluded.

[ DPDP ACT 2023 SERIES - CONTINUE TO MODULE 1 — DPDP #02 - DPDP ACT 2023 EXPLAINED ]
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I\, IMPORTANT NOTICE

Disclaimer

This presentation is intended solely for educational and professional
awareness purposes. It provides a general overview of the subject matter
discussed. While every effort has been made to ensure the accuracy of the
information presented, the content should be read in conjunction with the
applicable laws, rules, regulations, official guidance, and judicial
developments. The application of law and professional practices may
vary depending on the specific facts and circumstances of each case.
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